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Housekeeping
■ Download slides at https://go.oceg.org/getting-to-the-truth-of-third-party-riskthe-power-of-financial-and-cyber-risk-data
■ Answer all 3 polls
■ Certificates of completion
(only for OCEG All Access Pass holders)
■ Evaluation survey at the close of the webinar
■ Find the recording on the OCEG site at https://go.oceg.org/webinarrecordings
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Learning Objectives
■

Learn how to leverage critical cyber-risk data to
prioritize resources according to the vendors and
suppliers with the most cyber risk.

■

Understand why financial health transparency can
improve your ability to make critical business
decisions about your third parties.

■

Learn how integrated GRC technology can give
you a clear, current, and reliable view of your
exposure to help identify weak spots and prioritize
actions.
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Poll 1
Do you have an OCEG All Access Pass (a paid membership) and would you
like to receive CPE credit for this event?
a.

Yes, I have an All Access Pass, and I would like to receive a Certificate of Completion for
this event

b.

Yes, I have an All Access Pass, but I do not need a Certificate of Completion

c.

No, I do not have an All Access Pass, but I would like to get one and receive CPE credit
for this and future webcasts I attend

d.

No, I do not have an All Access Pass and I don’t want to buy one at this time (so I won’t
get CPE credit for this event)
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Introductions

Scott Fenstermaker

Eric Evans

Bob Morrell

David Brown

Director, Digital Marketing,
Riskonnect, Inc.

Managing Director,
Business Development
RapidRatings

CEO, FortifyData

Senior Product Manager,
Riskonnect, Inc.
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About Our Featured Speakers
Eric Evans manages strategic partnerships/alliances at
RapidRatings including leading partner technical integrations
into procurement, supplier risk and governance risk &
compliance platforms like Jaggaer. Eric has over 20 years work
experience from various companies including: Aetna, EDGAR
Online and Donnelley Financial Solutions.
Eric is involved with various working groups of Shared
Assessments including the SIG, Continuous Monitoring and
Fourth Party. He graduated from University of Connecticut a BS
in Finance and completed his MBA in Finance at University of
Hartford. He is based in the RapidRatings NYC office and lives
with his wife and Cavalier King Charles in Stamford, CT.
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About Our Featured Speakers
Bob Morrell is the CEO of FortifyData – a cyber risk management platform.
A renowned authority on enterprise software and cloud computing in the risk
management and insurance industry, Bob has spent over 25 years building industryleading companies. This current role marks the third time in Bob Morrell’s career
that he’s been at the helm of an Atlanta software startup. His previous two
companies, Riskonnect and Risk Laboratories, were successfully acquired by
private equity firms Thoma Bravo and Symphony Technology Group, respectively.
After selling Riskonnect in 2017, Bob focused on helping other Atlanta-based
startups. He is currently a board advisor to Riskonnect, a board member of Citiri, an
advisor to Parmonic, and a mentor to numerous other companies. Upon meeting the
founder of FortifyData, Victor Gamra, Bob understood the position FortifyData plays
in the cybersecurity space, and decided to come on board.
Bob is a graduate of Georgia Tech and is considered a pioneer in the enterprise risk
technology sector, having twice won the Risk & Insurance magazine Innovators
award. He is passionate about building collaborative, winning cultures where the
customer is always the top priority.
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About Our Featured Speakers
David Brown is a senior product manager at Riskonnect,
where he oversees the Enterprise Risk Management and ThirdParty Risk Management product lines. His focus is on helping
all organizations — from manufacturing to financial — manage
their enterprise risks by adopting best practices and leveraging
software solutions that improve visibility into their businesses.
Prior to joining Riskonnect, David was the product manager for
a risk management software provider where he managed the
Governance Risk and Compliance (GRC) product line for
financial and healthcare customers. David has a degree in
economics from the University of North Carolina at Greensboro.
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Poll Question 2
Does your organization use or intend to use external solutions or
services to assist with third-party risk management (risk-related data
provider, managed services provider, technology solution provider, etc.)?

a) Already use
b) Intend to use
c) Do not intend to use
d) Unsure
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The Power of Financial
Health Data
RapidRatings
10

Who We Are
We provide the most
sophisticated analysis on the
financial health of public and
private companies in the world.
Our analytics software predicts
financial outcomes for your most
important suppliers. We are
transforming the way the world’s
leading companies manage
enterprise risk.
We See What Others Don’t.

“With RapidRatings… we doubled the scope
of suppliers that we had in our program and
we eliminated manual work by
— Director of Supplier Risk Management,
Philips

MILLION
Number of company
financials analyzed to
fuel our algorithms

COUNTRIES
Number of countries
in which we’ve
sourced and rated
private companies

RapidRatings: Financial Health Rating
Our FHR uses solely quantitative data from vendors’ financial statements and machine learning
techniques on data from 300,000+ global public and private companies across 24 industry sectors:

Core Health

Resilience Indicators

A measure of underlying
efficiency using 62 ratios

Dynamically overlay 11
resilience ratios focused on
short-term default risk

The Core Health Score (CHS)
measures the medium-term
viability of the company.

+

FHR

=

This produces the FHR,
Risk Level, and PD%
The Financial Health Rating
(FHR) measures the nearterm default risk.

Leverage
Very Poor
Poor
Medium
Strong
Very Strong

Weak

55
Medium
Health

Adequate

Strong

High Risk

Liquidity
Weak

Adequate

Strong

Adequate

Medium Risk

Strong

67
Low Risk

Low Risk

Earnings Performance
Weak

Very High Risk

Very Low Risk

Benefits of RapidRatings
Understand your vendors’
short-term resiliency
and longer-term viability

Learn that financial
health leads risks
in other control areas

Identify and mitigate impact of
suppliers likely to perform poorly

Embrace the value in transparency
to build better business relationships

High risk suppliers are:

Recognize that vendor collaboration
is more critical than ever

more likely to provide
very poor quality

more likely to provide
very poor delivery
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The Power of
Comprehensive Cyber Risk
Assessment and Scoring
FortifyData
14

Challenges of Third-Party Risk Management
Mandatory: Effective TPRM processes required
for compliance and board oversight
Not Enough Resources: Insufficient Staffing in
TPRM groups results in many vendors being ignored
Third-Party Resistance: Companies face
questionnaire fatigue and resist assessments efforts
or answer incompletely
Inaccurate View of Risk: Result is a mediocre view
of risks facing an enterprise from their third parties

The TPRM services and
software market exists to
address these challenges.
* Market Size: $3.2B
growing to $6.8B by 2024
* 2019 researchandmarkets.com

Comprehensive Assessment and Scoring

Simplifying TPRM
Data gathered from a comprehensive assessment allows you to:
• Prioritize TPRM efforts and direct resources more effectively
• Tier your third parties based on risk classification
• Ascertain the likelihood of a given event
• Create an audit trail of interactions

Poll Question 3
What is your biggest challenge with managing third-party risk?
a) Increasingly complex vendor networks
b) Due diligence challenges
c) Onboarding of third-parties
d) Increasing regulatory activity
e) Unstructured third-party monitoring process
f) Data accuracy and quality
g) Actionability of data
h) Unsure
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The Power of a Single
Source of Truth
Riskonnect
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Challenges of Third-Party Risk Managers
1. Increasingly Outsourced Networks
Companies deal with third-parties which may have their own agents and
subcontractors. Third-party risks can arise at any time in scenario. Key challenge here
is a third-party may provide the required specialist, who may not assume responsibility
for the risk(s) that comes with the service.

2. Increasing Regulation Enforcement
Third parties must comply with an organization’s regulatory mandates in order to
reduce the likelihood of facing non-compliance issues and ultimately fines. Example
CCPA and GDPR

3. Effective Policy Adoption
A company must communicate policy requirements and ask for attestations from thirdparties to ensure acceptance and compliance of corporate policies. If not there will be
a gap in expectations and an increase compliance violations.

4. Inconsistent Third-Party Monitoring
Due diligence is performed on most third-parties and contractors during the review
phase prior to onboarding. However, due to budget cuts, reduced head count, or lack
of a process, organizations find it difficult monitoring third-parties after onboarding.

52% believe the
organization’s TPRM program
is over-engineered and
impedes their ability to do
business.*

67% of organizations report
third-party risk assessments
are carried out by numerous
resources across the
organization, rather than by
one person or team.*
* KPMG Third-Party Risk Management
Outlook 2020
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A Proactive Approach to Managing Third Parties
Bring all of your vendor information
together into one, cloud-based
platform that monitors third parties
throughout the entire relationship.
ü

Simplify third-party tracking

ü

Gain insights

ü

Protect your organization
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Streamline and Automate TPRM
• Enable third parties to share their information.
• Define a method for classifying third parties.
• Involve the legal team in the due diligence.
• Leverage intelligence platforms to improve
decision-making based on data.
• Send assessments to third parties for
continued due diligence.
• Monitor and share results using customized
reports and dashboards to tell a story.
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Challenges & Successes
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Challenges & Wins
Common client challenges before using RapidRatings include:
• Obtaining financial statement disclosures from private companies
• Receiving up-to-date financial information consistently and at scale
• Understanding the financial data behind third-parties
• Operationalizing the results into workflows

85%
RapidRatings has an upwards
of 85% success rate in acquiring
private company financial statements

Increase sourcing
& procurement efficiency

Partner with stronger,
more innovative suppliers

Reduce frequency
& impact of disruptions

With RapidRatings… we doubled the scope
of suppliers that we had in our program and
we eliminated manual work by 80%

Diverse businesses provide us with
the greatest opportunity to offer
innovative, high-quality, cost-effective
business solutions for our customers
…[financial health reviews] help us work
more effectively with these businesses.

Reduced spend by 84% on a medium
risk supplier that deteriorated
quickly. Built inventory and dual
sourced critical component helped
mitigate risk prior to supplier
bankruptcy.

Director of Supplier Risk Management,
Philips

– Director of Supplier Risk,
Verizon

– Senior Sourcing Manager,
Fortune 100 Enterprise

Case Study: Clark Atlanta University
Challenge: CAU was looking to build out their security program
and realized they did not have visibility into supply chain/thirdparty risk
Solution: Third-party and internal risk visibility via the FortifyData
platform and continuous third-party risk assessment
Results: “It ultimately gave us our power back. Now we are
coming from a standpoint where vendors can self-attest, but we
are also going to be looking at their answers from a technical
perspective, and we are going to validate what we see. In
addition to that, the process takes way less time.”
– Stephanie Singleton, Director of IT Security

Case Study: Stanley Steemer
•

Carpet, furniture and hardwood cleaning industry

•

220 franchise locations

•

$500 million operating sales

•

63 branch locations

CHALLENGE

SOLUTION

STANLEYWith
STEEMER
Riskonnect, the company can:

The company was struggling to
manage vetting and onboarding of
third parties and other vendors:

•

Easily manage contracts, insurance
certificates, and W-9 compliance.

•

Manual process was inefficient
and hindered growth.

•

Save time and improve reliability by
automating workflows.

New business opportunity
would require each location to
manage 10-12 third-party
suppliers.

•

•

Provide a digital portal for third parties
to submit information and responses.

•

Track compliance of third-party
suppliers’ insurance certificates.

•

Seamlessly submit third-party
suppliers’ W-9s to accounting.

RESULTS
Riskonnect helped the company:

•

Significantly reduce time and
costs associated with managing
third parties.

•

Profitably expand its service
portfolio.

•

Add new revenue sources.
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Questions?

27

Send Questions To:

About Riskonnect

Email:

Riskonnect is the leading integrated risk management
software solution provider that empowers organizations
to anticipate, manage, and respond in real-time to strategic
and operational risks across the extended enterprise.

info@riskonnect.com

• Jay Lechtman

Through its unique risk correlation technology, over 900
customers across six continents are benefitting from
actionable insights that have not been previously
attainable to deliver better business outcomes.
To learn more, visit riskonnect.com

