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Housekeeping

§ Download slides at https://go.oceg.org/how-to-expand-internal-controls-to-
drive-a-more-successful-organization

§ Answer all 3 polls 
§ Certificates of completion 

(only for OCEG All Access Pass holders)
§ Evaluation survey at the close of the webinar
§ Find the recording on the Resource tab of the OCEG site, under Archived 

Webinars

https://go.oceg.org/how-to-expand-internal-controls-to-drive-a-more-successful-organization


Learning Objectives
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§ Discover how to assess the maturity level of your internal 
controls

§ Learn how to expand controls across the organization and 
Three Lines of Defense

§ Understand the ‘change risk’ challenge and the role of 
risk driving the design of controls

§ Learn how to create a sound internal control system and 
enable continuous monitoring

§ Discover how to define internal control failures and steps 
to minimize them



a. Yes, I have an All Access Pass, and I would like to receive a Certificate of Completion for 
this event

b. Yes, I have an All Access Pass, but I do not need a Certificate of Completion

c. No, I do not have an All Access Pass, but I would like to get one and receive CPE credit 
for this and future webcasts I attend

d. No, I do not have an All Access Pass and I don’t want to buy one at this time (so I won’t 
get CPE credit for this event) 

Poll 1
Do you have an OCEG All Access Pass (a paid membership) and would you 

like to receive CPE credit for this event? 
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6,500
organizations, including 
72% of the Fortune 500, 

use Galvanize GRC 
solutions

135
countries where 
companies using 

HighBond are 
headquartered

>350%
Growth of Highbond

Sales in Europe,  85% 
sales and 40% of the 
customer portfolio

>115%
annual “net” retention of 

Galvanize customers

Our vision:
“To be the ‘operating system’ of socially 

conscious organizations”



Internal controls aren’t just for finance

+ What is the first thing that comes to mind when we talk of internal controls?

§ SOX? Compliance?  Fines?

+ Why are internal controls needed?

§ Merely for regulatory compliance?

§ Or are they really useful to run your organization?

+ Its time to think beyond finance when we think of internal controls



Internal controls aren’t just for finance

+ Controls:

§ Steer a company towards its goals

§ Protect it from threats and vulnerabilities
(Much like the controls of a vehicle. Imagine driving without a steering wheel 
or brakes!).

+ They provide trust and confidence 

§ (in the case of a car to the driver and to the public at large) 

+ They create more productive organizations



Internal controls aren’t just for finance

+ All organizations have some sort of internal control, but, sadly, they are often not very effective 
because of poor:

§ Design

§ Coverage

§ Implementation

§ Maintenance
(think of broken traffic lights!)



Internal controls aren’t just for finance

+ Further, controls fail because they are often highly dependent on policies and procedures that are 
not enforced. 

+ E.g. 

§ Policy to update anti-virus without automatic checking

§ Password change policy but not forced by the system



Change is the biggest challenge for effective internal controls

CHANGE RISK

Digital 
disruption

Climate and 
environment

Environment 
risk

Cyber security 
risk

Political 
risk

Technology 
risk



Change is the biggest challenge for effective internal controls

+ The future of internal control

§ Shaped by threats and vulnerabilities caused by automated self-learning 
robotic agents

§ Need better and faster prediction of risks 

§ Robotic controls that change with the changes in risk perception



Change is the biggest challenge for effective internal controls

+ We need to create an internal control system that is:

§ Effective

§ Efficient

§ Durable

§ Maintainable 

§ Flexible to quickly adapt to changes



4 Steps to creating a sound internal control system

1. Plan:

+ Assess the current state of internal control 

§ With respect to achievement of objectives for operations, reporting and compliance. 

§ Assessment should include:
• State of the control environment
• Corporate culture around risk and controls
• Risk management and control activities
• Monitoring activities

+ Use a maturity model that is relevant for your industry Determine
• Where you are on the maturity scale
• Where you want to be



Internal Controls Maturity Model

1 2 3 4 5

Unreliable
(initial)

Controls are not 
designed or not in 

place

Informal
(ad hoc)

Controls are 
fragmented and 
siloed, with poor 

documentation and 
reporting

Standardized 
(defined)

Controls are 
designed and 

implemented. Some 
documentation and 

reporting exists. 
Some automated 

tools, but not 
integrated. Some 

accountability and 
performance 
monitoring.

Monitored 
(managed)

Controls are not 
designed or not in place
Standardized controls 
are tested periodically 

for effective design, 
operation, and 

reporting. KPIs are 
defined for monitoring 

effectiveness. 
Automated tools are 
used for assessment. 
Controls might not be 
integrated or real-time 
or have a learning loop.

Optimized

Managed controls 
are integrated and 

automated with real-
time monitoring. 

Benchmarking, best 
practices, and 

continuous 
improvement are 

incorporated into the 
processes.



Poll 2
Where is your organization on the internal controls maturity model?

A. Unreliable

B. Informal (ad hoc)

C. Standardized (defined)

D. Monitored (managed)

E. Optimized



4 Steps to creating a sound internal control system

2. Resource & Implement

+ Do you have: 

§ Management commitment

§ Budget

§ People

§ Time

§ Technology



4 Steps to creating a sound internal control system

3. Design, Communicate & Align

+ Agree on where you want to be 

§ With top management

§ With auditors

§ With line managers

+ Design the system. Use 8-Steps

+ Communicate the design



4 Steps to creating a sound internal control system

4. Review & test

+ Roll out your plan

+ Set up an on-going review program 

+ Refine it as needed



Risk drives controls design

+ Controls are implemented to mitigate risks.

§ If there is no risk, there will not be any control

§ In other words, if we do not spot a risk, we will not put in any 
control 
(e.g. speed breakers to prevent over-speeding to prevent 
accidents) 

§ Therefore, risk assessment needs to be comprehensive and 
reliable and frequently done



Strategic Risk

A well performing internal 
control framework can help 
an organisation to treat and 
mitigate strategic risks that 
threaten the achievement 

of strategic objectives

Business 
Assurance

Internal controls help an 
organisation to operate 

effectively with clear 
responsibilities and 

accountability accross all 
business processes

Emerging Risk

When internal controls fail, 
risk exposure increases and 

business performance 
decreases

Coverage

With such a large scope of 
internal control it is difficult 

to reach a broad level of 
assurance to effectively 

manage risk



Role of culture
+ Creating a culture of control starts at the top, and needs to include:

§ Setting and communicating clear and consistent expectations around integrity and ethical behavior.

§ Defining and enforcing a standard approach to rules and procedures.

§ Shaping and rewarding socially desirable behavior while minimizing socially undesirable behavior.

§ Encouraging a good work/life balance.

§ Commitment to competence

§ Discipline



Strategic Objectives

Assurance activities can 
help organisations achieve 

strategic objectives by 
ensuring strategic risks are 

treated

Process Assurance

Recording assurance work 
against the internal control 

framework allows for 
reporting in the context of 

strategic risk

Risk Management

Strategic risk and 
operational risk exposure 
can be anticipated and 
managed where internal 

controls are poorly 
designed or not effective

Automation

Identification of risk and non-
compliance across the world is 

possible trough automation

Control owner engagement 
and continuous monitoring to 
pro-actively identify failures 

and emerging risk



8 steps for designing a sound internal control system

1. Classify and categorize your assets

2. Prioritize and score risks to the assets

3. Classify and categorize controls

4. Factor in cost

5. Get rid of redundant controls

6. Consider segregation of duties

7. Automate for better effectiveness

8. Set up self-policing procedures



Categorizing controls
Category Ability to detect the event and take recovery action Type

1 Prevents the event or detects it as it happens and prevents further 
impact

Preventive

2 Detects the event and reacts fast enough to fix it well within the 
specified time window

Detective

3 Detects the event and reacts fast enough to fix it just in time within 
the specified time window

Detective

4 Detects the event but cannot react fast enough to fix it within the 
time window

Detective

5 Fails to detect the event but has a partially deployed recovery plan 
(BCP)

Reactive

6 Fails to detect the event but does have a recovery plan which can be 
deployed

Reactive

7 Fails to detect the event and does not have a recovery plan Reactive



Poll 3

In your opinion, internal controls:

A. Are needed even if there is no risk

B. Are impacted the most by change

C. Once implemented do not change

D. Are most effective when they are manual



What’s changed in the world today?
Embracing intelligent automation, 1LoD

Compliance teams under pressure to minimize expense and maximize output

Organizations rely on ERP, CRM, IT and HRM systems for processes and program automation

Built-in system controls are a minefield of failure, circumvention, wasted time and staff friction

Current Future

• Legacy solutions force IC to waste time on 
administration 

• Owners and performers disengaged because they 
are forced to work hard to provide simple answers

• Issues are buried inside databases and actioned 
too late

• In house “Big Data” hides control failures

• Solutions built to aggregate control frameworks 
across hundreds of processes and programs

• UI/UX central to design methodology
• Clear assurance measures and automated 

remediation workflows
• Built-in continuous monitoring with re-usable, 

sustainable and sophisticated analytics



How software can help you get there

STEP 1 STEP 2 STEP 3 STEP 4 STEP 5

Create a single 
source of truth 

through a 
central internal 

control 
framework

Automate 
interaction 
with control 
performers 
and owners

Collect and 
analyze 

operational 
data to 

measure 
control 

effectiveness

Pro-actively 
identify control 

failures and 
manage 

remediation 

Demonstrate 
assurance 

across a large 
control 

framework in 
real-time



Engage the frontlines to ensure controls are performed 
adequately and timely

• Equip frontline business process managers with a 
centralized control portfolio view allowing them to 
oversee control execution

• Enable Frontline operators to view, perform and 
capture evidence for controls they are responsible 
for

• Internal audit and compliance teams can 
immediately identify control breakdowns and 
remediate preventatively

Autonomy and accountability to Frontlines
• Automated reminders to perform controls and 

tasks

• Time bound execution of controls

Collaborating across the lines of defence



With automation, auditors can:

Create virtual robotic assistants to automate 
repetitive tasks and risk management routines 
such as:

- Analytics
- Risk assessments
- Control testing
- Remediation workflows
- Real-time visualizations and dashboards

Apply machine learning to increase the value of 
automated routines over time as well as predict 
and model risk outcomes
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The one thing we doesn’t have is elastic human capital to cover an increasingly expanding and complex digital risk 
landscape. Using the endless power of RPA and machine learning, we can buy back time by offloading repetitive 
processes where the rules are known to focus on tasks that require professional judgment and critical thinking. 

Incorporate robotic process automation



Even a well designed system can fail

+ 1. Plan to fail

§ A well designed internal control system recognizes that any control 
can break

§ Or there wasn’t any to counter a new threat

+ 2. Create a contingency and a recovery plan



Even a well designed system can fail

+ 3. Minimize internal control failures by:

§ Monitoring key risk and control indicators

§ Regular review and test

• Risks and controls

• Contingency plan

• Recovery plan



+ You can:

§ Define thresholds for the metric ranges corresponding 
to the risk rating or control test outcome. 

§ Compute relevant metrics using data analytics tools 
and link them to relevant risks and controls.

§ The system will automatically return the risk rating or 
conclusion of the control’s design or effectiveness. 

§ Stakeholders are automatically notified so they can 
take corrective action.

§ Cover 100% of the data while reducing co- or out-
sourcing costs.

Organizations spend millions in co-sourcing or outsourcing risk and control assessments which consists of “sampling” 
key controls. This process is mundane, error prone and often low-value — not to mention very costly.

vs

Automate your process risk and control assessments



Integrated risk & control model



eBook:

Reaching internal 
controls utopia

Download it here >>

https://info.wegalvanize.com/reaching-internal-controls-utopia-ebook.html

https://info.wegalvanize.com/reaching-internal-controls-utopia-ebook.html
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Questions?


