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Housekeeping

§ Download slides at https://go.oceg.org/where-policy-
management-fits-in-the-grc-ecosystem

§ Answer all 3 polls 
§ Certificates of completion 

(only for OCEG All Access Pass holders)
§ Evaluation survey at the close of the webinar
§ Find the recording on the OCEG site at 

https://go.oceg.org/webinar-recordings

https://go.oceg.org/where-policy-management-fits-in-the-grc-ecosystem
https://go.oceg.org/webinar-recordings


Learning Objectives
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§ Outline the overall structure of a GRC 
ecosystem

§ Define the key touchpoints for policy 
management within the ecosystem

§ Identify needed information flows 
between policy management and 
other GRC systems of record to 
ensure timely consideration of events 
that call for consideration and change



a. Yes, I have an All Access Pass and I would like to receive a 
Certificate of Completion for this event

b. Yes, I have an All Access Pass but I do not need a Certificate 
of Completion

c. No, I do not have an All Access Pass but I would like to get 
one and receive CPE credit for this and future webcasts I 
attend

d. No, I do not have an All Access Pass and I don’t want to buy 
one at this time (so I won’t get CPE credit for this event) /

Poll 1

Do you have an OCEG All Access Pass (a paid membership) and would you like to 
receive CPE credit for this event? 
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Download at 
oceg.org/resources



■ This illustration focuses on where policy management fits in 
the GRC Ecosystem so let’s start there. What do we mean 
when we talk about the GRC Ecosystem? Is that just about 
technology or is it more?
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Discussion Questions
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This illustration demonstrates how policy management is central to the GRC ecosystem and must be integrated with all governance, 
risk management, and compliance structures and activities. Policies have a corresponding impact on the integrity of the organization 
and what OCEG refers to as Principled Performance. 

Where policy management fits in the GRC ecosystem 

GRC is the integrated collection of capabilities that enable 
an organization to demonstrate Principled Performance by: 

   ·  Reliably achieving objectives 
   ·  Addressing uncertainty 
   ·  Acting with integrity 
 
Policies are critical to all three elements of GRC for the 
organization. Defining appropriate policies requires 
understanding the current and changing contexts of the 
organization.

POLICIES IN THE CONTEXT OF GRC



■ Before we start dissecting the illustration we’ve developed 
on this topic, what are the major touchpoints for policy 
management in the ecosystem? 

■ Why are these important?
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Discussion Questions



a. Yes and we have mapped or otherwise documented the 
needed connections/intersections with other GRC activities 
and systems

b. Yes but only loosely and its not fully documented

c. No but there are some intersections we manage on an ad 
hoc basis

d. No and our policy management stands pretty much separate

e. I don’t know

Poll 2
Have you or your organization defined the necessary intersections of policy 

management in your own GRC ecosystem?
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■ Let’s start with looking at the drivers for policies and how 
consideration of them “lives” within the GRC ecosystem

■ Can you walk us through an example or two?
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Discussion Questions
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Policies define the organization’s 
governance structure, culture, and 
behavior to reliably achieve objectives. 
Without good policy as a guide, 
corporate culture and control morphs, 
changes, and takes unintended paths.

Policies that are understood 
and followed develop a culture 
of compliance and integrity. 
Policies establish how an 
organization meets its 
obligations and commitments 
and how it will stay within 
legal, regulatory, and 
contractual boundaries. 

POLICY MANAGEMENT

Policies address uncertainty 
– there would not be a policy 
if there was not a risk of 
exposure to uncertainty. 
Policies are risk documents 
that establish risk 
responsibility, 
communication, appetites, 
tolerance, boundaries, 
controls, and risk ownership. 

When fully integrated into the GRC 
ecosystem, policy management benefits 
from timely notification about changes 
throughout the organization that may 
demand policy issuance or revision. The 
organization benefits from  standardization 
of policy development, distribution, 
enforcement, and review. This enables 
better selection of other internal controls, 
accurate reporting, and  more efficient use 
of resources.



a. Yes within 12-24 months

b. Yes but further out in time

c. No but we should

d. No

e. I don’t know

Poll 3
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Are you planning to upgrade your GRC ecosystem technologies for better integration?



■ We always hear the term “three lines of defense” – can you 
explain that for the few of our listeners who may not be 
familiar with that term and then talk a bit about how 
integrating policy management into the overall GRC 
ecosystem affects activity at each level of defense?

15

Discussion Questions
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POLICIES & THE 3 LINES OF DEFENSE

The line of business from operational 
management down to the front-line employees 
(e.g., accounting, sales, operations) need to be 
aware of, understand, and apply policies to 
their business context. Policies are only 
effective if they are accessible and followed at 
all levels of the organization.

POLICY PORTAL

REVIEW
DOCUMENTS >

ACTIONS
LOG >

TRAINING >POLICIES > COMPLIANCE >

Here is the policy 
I was looking for.

1st Line of Defense – The Business

These policies need to be 
current with change in the 
business and risks . . .

Back-office GRC functions are tasked with 
keeping policies current and relevant to the 
business in context of changes in the business, 
risk, and regulatory environments. Policies need 
to be appropriately written, effectively managed, 
and monitored throughout the business.

2nd Line of Defense – Back-Office of GRC

POLICY PROCESS

Audit provides assurance to executives and 
stakeholders that policies are appropriately 
managed and kept current by the 2nd line of 
defense, and that they are clearly understood 
and followed by the 1st line of defense, and that 
internal controls related to policies are effective 
and operational.

This policy aligns with the 
changes in business 
strategy and regulation.

3rd Line of Defense – Audit/Assurance
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Questions?


