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Housekeeping
■ Download slides at https://go.oceg.org/the-impact-of-digitalization-on-your-

enterprise-risk-profile-research-survey-report
■ Answer all 3 polls 
■ Certificates of completion 

(only for OCEG All Access Pass holders)
■ Evaluation survey at the close of the webinar
■ Find the recording on the OCEG site at https://go.oceg.org/webinar-

recordings

https://go.oceg.org/the-impact-of-digitalization-on-your-enterprise-risk-profile-research-survey-report
https://go.oceg.org/webinar-recordings


Learning Objectives
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Identify Identify key steps in preparing for and 
managing new risk from digitalization 

Define Define impact on risk from 
digitalization

Review Review findings from the OCEG 
Digitalization Research Survey



a. Yes, I have an All Access Pass, and I would like to receive a Certificate of Completion for 
this event

b. Yes, I have an All Access Pass, but I do not need a Certificate of Completion

c. No, I do not have an All Access Pass, but I would like to get one and receive CPE credit 
for this and future webcasts I attend

d. No, I do not have an All Access Pass and I don’t want to buy one at this time (so I won’t 
get CPE credit for this event) 

Poll 1
Do you have an OCEG All Access Pass (a paid membership) and would you 

like to receive CPE credit for this event? 
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■ 342 participants
■ Varied roles

■ Enterprise/operational risk 
30%

■ IT and technology risk 19%
■ Internal audit 14%
■ Corporate compliance 14%

■ 2/3 hold c-suite or other 
senior executive (VP level) 
titles

■ Organizations of all sizes.  
66% more than 500 
employees

■ Wide range of industries and 
government entities

■ Global participation
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Participant Demographics



DEFINING 
DIGITALIZATION



Defining Digitalization



80% report that digitalization is a strategic business 
objective in their organizations today

61% believe their risk profile has changed or will 
change significantly due to risks created by 
digitalization

Only 14% feel very confident that their organization 
will be able to control risks created by digitalization.

Key Findings



Anticipated Added Risk Impact



Completion of digitalization projects 
is more urgent now 

72% have 
moved up  
schedules in 
response to 
the events of 
the past two 
years.



Risk roles are not involved enough in digitalization plans



Leadership for digitalization is from 
the CEO,CIO and CTO



a. Very

b. Somewhat

c. Not at all

d. I don’t know

Poll 2
How confident are you that your organization is ready to control new risks 

from digitalization?



Digitalization has improved interaction between risk 
management and line of business operators



MANAGING RISK CREATED 
BY DIGITALIZATION
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Steps to 
Increase 
Confidence in 
Ability to 
Manage 
Digitalization 
Risk

1. Identify and assess 
digitalization risks

2. Develop and track 
KRIs for these risks

3. Establish standard 
methods to identify 
and risk rank affected 
critical business 
processes and  
business units

4. Establish controls 
to address the 
potential operational 
loss impact

Utilize risk 
management 
technology



Use of Risk Management Technology 

30% of the respondents 
don’t know how their 
organization is using 
technology in managing 
digitalization risk. 

Of the rest, only 35% are 
currently using risk 
management technology 
to manage digitalization 
risks.



80% have not 
identified and 
assessed new 
risks created 
by 
digitalization
across the 
entire
business

20% Across all 
business units

65% In some 
parts of the 

business

15% Haven’t 
done this yet

Risk Identification



The 
aggressive 
adoption of 
new enabling  
technologies 
has led to the 
necessity of 
identifying a 
new set of 
risks to the 
organization.

■ Focus on the key functional areas of 
digital risk include:
■ Cybersecurity
■ Workforce
■ Third-party
■ Data privacy and confidentiality
■ Operational resiliency
■ Regulatory compliance
■ Operational change

Identifying Digital Risk



Establishment 
and tracking of 
KRIs for new 
risks from 
digitalization is 
lagging

■Only 48% of those who have 
implemented significant digitalization are 
currently tracking KRIs for the new risks 
created

Defining KRIs



The focus on 
digital 
transformation 
has led to a 
new way of 
leveraging Key 
Risk Indicators.

■ Leverage cross organizational data sets.
■ Embed KRIs into digital processes.
■ Continuously monitor KRIs in real time 

through enabling technologies. 
■ Leverage AI/ML to detect trends before a 

risk is exploited.
■ Provide real time visibility by 

consolidating digital KRIs.

A new way of looking at digital risk KRIs



■ 62% have established standard methods for identifying critical 
business processes and associated business units

■ 78% have identified the critical business processes to address 
first 

■ 74% have identified which business units are most affected
■ 79% have established controls in at least some parts of the 

business to address the potential operational loss impact from 
the new risks arising from digitalization

Address Affected Areas of the Business 



Business 
Continuity 
programs and 
Operational 
Resilience 
process are a 
great resource for 
identifying critical 
business 
processes. 

■ What is a Business Impact Analysis?
■ A BIA is performed to identify and prioritize critical processes, quantify 

or qualify the impacts, and identify recovery dependencies. 
■ Ideally, business impact analysis on critical processes must be 

performed annually.
■ Why you should leverage the BIA?

■ The assessment of a business critical process disruption helps you to 
estimate the consequential impact on your business revenue, legal 
issues, workforce disruption, or business reputation. 

■ It enables you to identify the dependencies of your business process 
on business applications, technology, or vendors that might be 
affected.

Understanding and prioritizing business processes



a. Yes, I’m a primary decisionmaker

b. Yes, I am on a committee

c. Yes, I have some input

d. No

Poll 3
Do you personally have a role in deciding how to use risk management 

technology to address digitalization risk?



Understanding 
your digital risk 
landscape is 
critical to 
becoming a 
resilient and 
adaptable 
organization in 
the face of the 
current global 
ecosystem.  

■ Operational resilience is the ability of an organization to 
continue to serve its customers, deliver products and 
services, and protect its workforce in the face of adverse 
operational events by anticipating, preventing, recovering
from, and adapting to such events.
■ Anticipate:  inventory, identify dependencies, prioritize, and 

assess risk. 
■ Prevent: establish controls, test, continuous monitor.
■ Recover: respond, communicate, restore.
■ Adapt: identify root cause, and establish new controls (or 

address ineffective controls). 

Managing Digital Risk is essential to being an adaptable organization. 



Questions?


