
MANAGING THE CHALLENGE 
OF CROSS-APPLICATION 
ACCESS RISK

99/99/99

PRESENTERS
AIDAN PARISIAN, SENIOR VP OF PRODUCT & STRATEGY, FASTPATH
FRANK VUKOVITS, DIRECTOR OF STRATEGIC PARTNERSHIPS, FASTPATH



2

Housekeeping

■ Download slides at https://go.oceg.org/managing-the-challenge-of-cross-
application-access-risk

■ Answer all 3 polls for a Certificate of Completion
■ Certificates of Completion only for OCEG All Access Pass holders
■ Submit any questions through the Ask a Question icon on the menu bar
■ Evaluation survey at the close of the webinar
■ Find the recording on the OCEG site at https://go.oceg.org/webinar-

recordings

https://go.oceg.org/managing-the-challenge-of-cross-application-access-risk
https://go.oceg.org/webinar-recordings


Learning Objectives
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■ Learn how to identify cross-application 
security risks.

■ Learn best practices companies should 
consider when adopting a best-of-breed 
application strategy.

■ Learn the benefits of automation to 
monitor and manage risks in multi-
application environments.



a. Yes, I have an All Access Pass, and I would like to receive a Certificate of Completion for 
this event

b. Yes, I have an All Access Pass, but I do not need a Certificate of Completion

c. No, I do not have an All Access Pass, but I would like to get one and receive CPE credit 
for this and future webcasts I attend

d. No, I do not have an All Access Pass and I don’t want to buy one at this time (so I won’t 
get CPE credit for this event) 

Poll 1
Do you have an OCEG All Access Pass (a paid membership) and would you 

like to receive CPE credit for this event? 
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Growth of Cross-Application

■ Single ‘logo’ environments have been replaced by 
distributed best-of-breed ecosystems

■ Many applications, varied footprints
■ Application decentralization
■ Risk management is more complex
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Cross-Application Risk

■ In best-of-breed environments, multiple applications run in different silos
■ ERP in Finance, CRM in Sales and Marketing, HCM in Human Resources
■ Cloud and on-premise ecosystems exist side-by-side
■ Development and production tools are distributed
■ Networks and infrastructure via “as-a-service”

■ Only see access risks from each department’s own perspective
■ Applications can exist outside the bounds of management – “shadow IT”
■ Vendors control key elements of the ecosystem
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Cross-Application Security Risks

■ Wide variety of security architectures
■ Business processes can cross multiple teams and applications
■ Siloed application management introduces the following risks: 

■ Separation of Duties (SOD): e.g. book a sales order or maintain customer master data 
in CRM, and issue the AR invoice associated with that sales order in an ERP

■ Critical Access: e.g. users have transaction authority in a enterprise application and edit 
access at the database level

■ Incomplete Coverage: e.g. risk that the right people aren’t looking at the right data
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Securing from Threats

■ It’s all about protecting your assets from external AND internal threats –
users need to (a) gain access to accounts with (b) legitimate access.  

■ Key is to consolidate risk management. User identity is a primary 
consolidation point: Who are you? What access do you have? 

■ Concepts like Zero-Trust are driving new approaches to authorization 
management

■ Leverage products that provide you with the ability to both see and manage 
granular access risk across the entire organization
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Risk in Defining Access Risk 

■ Entitlement: what is assignable to the user
■ Securable Object: what grants access to applications
■ Entitlements are often at the role or group level
■ Roles and groups contain securable objects, sometimes at various levels
■ Many popular tools operate at the role entitlement level 

■ They only show the role and which users have that role
■ They do not show the securable objects that role can access
■ Definitions are static and require management over time

■ This problem grows exponentially as new applications are added



a. Yes, we own and use IAM software 

b. No, but we will be purchasing this software in the next 12 months

c. No, but we are considering it

d. No, and we have no plans on making a purchase in the next 12 months

e. I don’t know

Poll 2
Do you use identity access management software (Fastpath, Savyint, 

SailPoint, etc.)?
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The Risk Is Real

■ Easier for bad elements to access and disrupt the company network
■ Faster, widely available Internet access 
■ More sophisticated hacking tools
■ More powerful decryption tools
■ Inconsistent network security for remote workers

■ Multiple mobile devices, laptops, and tablets
■ Home-based Internet (unsecure WiFi)
■ Entire family might have access to computers, devices, and network
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We Do What We Need to Do…

…And no more!
■ Companies care about cyber-security, but the cost in time and money 

becomes a burden
■ The Goal for CISOs/CIOs: Protect company assets 

■ Financials, intellectual property, building security, network security, application security

■ Stop cyber-attacks and unauthorized access (Internal and external threats)
■ Identity management 

■ Zero trust, least privilege access, segregation of duties
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Best Practices

■ Regular risk assessment to inventory all applications in the company and 
their associated risk 

■ “Inside out” approach to network hardening, focusing on zero-trust concepts 
related to the identities accessing your systems

■ Preventative control that focuses on object-level risk introduction during 
provisioning, and considers all application access in combination

■ Detective control focused on the right people reviewing the right data
■ Continuous monitoring that leverages data analysis to improve the 

preventative and detective control approaches



14

Essentials of Access Risk

■ Knowing who is getting in doesn’t mean we know what they’re doing
■ Also need to know:

■ the securable objects accessible from each role
■ which user has been assigned to each role
■ cross-application risk presented by each user
■ what they are doing with that access
■ all in real time



a. None

b. One

c. 2-4

d. 5+

e. I don’t know

Poll 3
How many different applications in your organization pose access risk to 

sensitive company data?
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Benefits of Automation 

■ Identity is a major issue in multiple-application environments
■ Too complex to perform manually

■ Too many departments, too many data owners, too many applications, affects too many 
business processes

■ Companies often do not have the resources to do this on their own 
■ Human error is a constant
■ Daily execution consists of low-value activities
■ “Can’t see the forest for the trees”
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Debunking Myths

■ Myth: Entitlements are all you need
Fact: Entitlements can vary greatly, and are often at the role level, which is 
insufficient to determine access risk. 

■ Myth: Doing it manually is fine
Fact: Manual processes are costing you money, are prone to error, and may 
not be designed effectively.

■ Myth: Security alone is enough.
Fact: Every application has its own set of configurations, change 
management, and configuration management which changes your risk profile 
substantially.
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The Fastpath Advantage

■ Fastpath can tell you what access is granted at the object level
■ Fastpath can show you all applications in one place
■ Fastpath can show you what users did with their access 
■ Automate access reviews and access certifications.
■ All in real time.
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Questions?


