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Housekeeping

• Download slides at https://go.oceg.org/what-the-cfo-
needs-to-know-about-external-risk

• Answer all 3 polls 

• Certificates of completion 
(only for OCEG All Access Pass holders)

• Evaluation survey at the close of the webinar

• Find the recording on the OCEG site at 
https://go.oceg.org/webinar-recordings

https://go.oceg.org/what-the-cfo-needs-to-know-about-external-risk
https://go.oceg.org/webinar-recordings


Learning Objectives
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• Outline the four key aspects of information about 
external risk that are relevant to the job of the CFO

• Define methods for ensuring that the organization:
• adequately monitors and documents 

information about external risk events and 
factors

• has a system of triggers, notices and reports to 
ensure response to identified changes as 
needed to maintain strong risk management

• operates an effective method of mapping each 
risk to related objectives, related business 
processes, established controls and other 
relevant information

• organizes this critical information to ensure 
that it is agile and responsive to change in a 
way that enhances the reliability of the 
achievement of objectives



a. Yes, I have an All Access Pass and I would like to receive a 
Certificate of Completion for this event

b. Yes, I have an All Access Pass but I do not need a Certificate of 
Completion

c. No, I do not have an All Access Pass but I would like to get one and 
receive CPE credit for this and future webcasts I attend

d. No, I do not have an All Access Pass and I don’t want to buy one at this 
time (so I won’t get CPE credit for this event) 

Poll 1

Do you have an OCEG All Access Pass (a paid membership) and would you like to 

receive CPE credit for this event? 
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Scope of this Playbook
The risk information needs of the CFO include 

both internal and external drivers and risk 

factors. This Playbook addresses the oversight 

and management of externally driven risks. 

The Playbook includes a discussion of the 

information needs of the CFO and provides 

several “playsheets” to help collect and 

organize this information. 

Download a copy at: 

https://go.oceg.org/what-the-cfo-needs-to-know

https://go.oceg.org/what-the-cfo-needs-to-know


• Let’s start with an obvious question – why is this Playbook about External 
Risk Information addressed to the CFO – the Chief Financial Officer –
rather than the CRO – the Chief Risk Officer? Isn’t it that person’s job to 
track and manage risks? Doesn’t Internal Audit report on this to the CFO 
already? 

• Can you give us an example or two of how the CFO uses this information?
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Discussion Questions



• What are you seeing in many companies today with regard to risk 
management that made the need for this discussion clear?

• What reports are typically being provided to CFOS and in what way are 
those insufficient?
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Discussion Questions



• What are some of the types of external risks that are on the rise?

• Why is it so complex to keep track of these and manage their potential 
impacts on the organization and its objectives?
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Discussion Questions



"In a deeply interconnected world, stresses and shocks propagate across 
systems in ways that evade forecasting. Climate change is linked to the 

Syrian civil war, which is connected to heightened concern over 
immigration, which precipitated Brexit.“

The WEF Report highlights four key global risks in 2018 that will be prominent in coming years:

• Environmental risks: climate change, biodiversity loss, and pollution

• Cybersecurity risks: volume and disruptive potential such as attacks on infrastructure

• Economic risks: increased global indebtedness, limited policy controls and disruption from automation

• Geopolitical risks: weakened multilateral rules, rising tensions between nations and changing alliances, 
and rising nationalism
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“The Global Risks Landscape 2018”  World Economic 
Forum Report 



a. Chief Risk Officer

b. Internal Audit

c. Business Operators

d. Legal or Compliance

e. Other

f. I don’t know

Poll 2
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Who in your organization is primarily responsible to report to the CFO
about external risk?



To do the job of supporting the organization to reliably achieve its 
objectives while addressing uncertainty and acting with integrity, the CFO 
must ensure that the organization:

• Adequately monitors and documents information about external risk  

• Uses triggers, notices and reports to ensure appropriate response to 
changes 

• Maps each risk to related objectives, business processes,  and controls

• Organizes this critical information to ensure that it is agile and responsive 
to change
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Essential Tasks



Playsheet 1: External Risk Monitoring Questionnaire

• Asks about methods of gaining information about external 
events/changes and current use of external services/software for each 
identified risk

• Seeks to ensure that choices of monitoring methods and frequency are 
based on risk ranking and responsibilities are clearly assigned and 
executed
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Establish methods to monitor and share information 
about external risk events/changes
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Information is 
requested from:
• Risk managers with 

responsibility for 
monitoring this 
type of external risk 
who are not located 
within a particular 
business process

• Business process 
managers who also 
may have such 
responsibility to 
monitor for 
potential impact.

PLAYSHEET 1



Discussion questions

Playsheet 1 starts with these three questions:

• Has risk assessment has been performed for this risk type?

• What is the defined risk level?

• Have the monitoring methods been selected based on the established 
risk level?

Why do the answers to these questions matter?
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Monitoring Methods - examples

Types of information sources
• core business systems
• media reports (print and online)
• industry association newsletters 

and trade journals
• governmental announcements 

and rule changes
• openly available databases
• subscription or purchased 

databases
• social media

Methods for review

• In-house review of sources

• Collaboration and sharing of 
information with industry peers

• Use of outside consultant/law firm for 
monitoring and analysis

• Use of content service for 
consolidated information on a specific 
risk type subset

• Use of software as a service for 
monitoring/analysis of specific risk 
type subsets
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Playsheet 2: External Risks Mapping Questionnaire

• Asks about mapping of each risk to related objectives, business 
processes, controls and notification triggers/methods

• Used to gather information needed to maintain an overview, or to 
encourage such mapping activity in less mature entities

• Focuses on the desired level of knowledge based on risk ranking

16

Map risks to objectives and controls
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For each identified risk:
• Target level of documented 

knowledge of risk status 
information and actual level 

• Related objective(s) and the level 
and criticality of each

• Affected business processes
• Established management actions 

and controls
• Notification triggers/methods

PLAYSHEET 2



Discussion questions

Playsheet 2 asks for information about the criticality of each listed 
objective and the established target level of knowledge required. How 
are these established and who should be involved in those decisions?

What would be an example of different levels of knowledge needed for 
a critical objective with significant related risks versus a lower level 
objective with less identified risk?
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Base target level of knowledge on risk ranking
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For example, for a low level risk knowledge target include:
• tracking of incidents

• determination of cause

• resolution 

For high level also include:
• knowledge of potential contributing factors

• vulnerability assessments 

• operational history  

• incident identification and tracking for each component that may contribute 
to realization of the risk

• frequent, timely high level reporting and oversight



Playsheet 3: Risk Monitoring Technology Selection Questionnaire

• Provides questions to ask about features of software in use (internal or as 
a service) or to use when evaluating new services or systems

• Supports decision-making when selecting purpose-built technology for 
risk monitoring and management, which may involve the use of multiple 
systems or modules within an integrated system 

• Identifies key characteristics to look for in technology
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Organize Information by Selecting Appropriate 
Technology



a. Yes, within the next 12 months

b. Yes, but no certain timeline

c. No, we are already using or planning to deploy

d. No plans to automate

e. I don’t know

Poll 3

Are you or your organization planning to acquire new technology 

or software as a service for monitoring external risk?
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• Determine the importance of each 
feature based on the risk 
assessment outcomes for each 
area of risk to be addressed

• Evaluate each system in use to 
determine need for upgrading or 
replacing

• Evaluate new technologies under 
consideration
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Playsheet 3



Discussion questions

Playsheet 3 lists a number of questions to ask about technology 
features. 

Is it always necessary to have the most advanced version of each of 
these features?

What sort of responses might you get to some of these key questions 
and what do those responses likely mean (for real)?
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Technology Features –
Integration/Collaboration
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Technology Features – Reporting and 
Intelligent Capabilities
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Playsheet 4: CFO External Risks Overview

• Provides a template for how a CFO might maintain an Overview of 
external risk information 

• It could include all identified external risks or only those that meet a 
particular risk threshold. 

• The Overview also could include additional information such as 
Performance Level of Business Activities/Processes, Name of Formal 
Assurance Provider (internal or external), Level of Known Deficiencies, 
and Actions Required
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Organize Information by Maintaining an Overview
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Playsheet 4

For each risk category 
identify the specific risks 
by title and for each the:
• Related business 

objective(s) and criticality
• Responsible business 

owner
• Related business 

activities/processes and 
affected products, 
facilities, geographies

• Targeted and actual level 
of risk knowledge

• Targeted and actual level 
of assurance of knowledge



Questions?


